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Prove that you’re eligible to hire a car in this 
country.



Prove that you’re eligible to hire a car in this 
country.
What if the company didn’t need to write bespoke business logic integrating age, 

driving, and travel (e.g. visa) credentials?

Can the standards make this data integration easier?

Can the standards make this data integration more privacy preserving?



Can we support zero knowledge proof over 
arbitrary SPARQL query? 





Interface Options



SPARQL PROVE



RDF 1.2 Overview









The derived proof should reveal at most* which entities stated the facts used to establish the derived facts. 



Now let’s talk Zero Knowledge Proof



Naïve approach
- Take a Zero Knowledge 
Virtual Machine (ZKVM)

 - Add a SPARQL Query 
Engine

 - Done (?)

The RISC Zero zero-
knowledge virtual machine 
zkVM (zkVM) lets you prove 
correct execution of arbitrary 
Rust code. 

Anyone with a copy of the 
receipt can verify the guest 
program's execution and read 
its publicly shared outputs.

https://dev.risczero.com/terminology
https://dev.risczero.com/terminology
https://www.w3.org/TR/sparql11-query/
https://www.w3.org/TR/sparql11-query/


Naïve approach
https://github.com/jeswr/risc0-sparql-poc/blob/main/core/src/lib.rs

https://github.com/jeswr/risc0-sparql-poc/blob/main/core/src/lib.rs


Naïve approach



Gotcha’s
• Proving time

• Proof is code dependent

• Hash and proof 
description is not part of 
SPARQL result



Optimization!





100-1000x



Standardization!



Standardization
• Bind the proof to the 

SPARQL 1.2 algebra rather 
than to the Rust Risc-v 
implementation 

• This could become a new 
proof method in W3C 
verifiable credentials, but …

https://www.w3.org/TR/vc-data-model-2.0/
https://www.w3.org/TR/vc-data-model-2.0/


Abstraction!



User abstractions != 
Standards abstractions
• The and wallet for work, personal etc.; and the credential for education, transport, health should be user 

abstractions not what we are tied to in the specifications. 



Shapes as a method for 
shaping credentials
• Data shapes languages such as SHACL enable the ability to 

query, frame and validate data; and thus generate a 
credential that conforms to an expected schema.

https://www.w3.org/groups/wg/data-shapes/
https://www.w3.org/TR/shacl/


Call for collaboration
• Performance optimisation (rust) 

• ZKP: Custom algo design with specialised circuits

• Modelling (rdf-star)

• Deployment in particular use-cases, including:

• "the better versions" of examples from the Gamma trust 
framework

• Classes of use cases which require the "integrate and 
derive" pattern

• Perhaps too academic for some "declarative OIDC"



Call for use-cases



Future Work
• Emergent multi-party computation

• User data stores declare “I permit my salary to be used to 
publicly declare the average salary of my workplace, but 
no one can know my individual salary”

• Policy aware query

• See ODRL: 
https://www.w3.org/community/reports/odrl/CG-FINAL-
profile-bp-20240808.html

https://www.w3.org/community/reports/odrl/CG-FINAL-profile-bp-20240808.html
https://www.w3.org/community/reports/odrl/CG-FINAL-profile-bp-20240808.html


My Recommended Reading 
List
• https://www.w3.org/TR/sparql12-query/

• https://www.w3.org/community/reports/odrl/CG-FINAL-
profile-bp-20240808.html

• https://solidproject.org

• https://www.w3.org/TR/prov-o/

• https://blog.jeswr.org/2025/02/14/data-wallets

https://www.w3.org/TR/sparql12-query/
https://www.w3.org/community/reports/odrl/CG-FINAL-profile-bp-20240808.html
https://www.w3.org/community/reports/odrl/CG-FINAL-profile-bp-20240808.html
https://solidproject.org/
https://www.w3.org/TR/prov-o/
https://blog.jeswr.org/2025/02/14/data-wallets


Questions

Email:         jesse@jeswr.org

Mastodon: jeswr@sfba.social
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